





















































and databases. Access to the network, application, and databases is restiicted to authorized
internal and external users of the system to prohibit unauthorized access to confidential data.
Additionally, access todataisrestiicted to authoiized applications to prevent unauthoiized access
outside the boundaries of the system.

PROCEDURES

Foimal IT policies and pioeedures exist that describe logical access, computer operations,
change management, ncident management, and data communication standards in order to
obtain the stated objectives for network and data secuiity, integiity and availability for both the
company and its clients and define how seivices should be delivered. These are communicated
to employees and located within the organization’s intranet.

Reviews and changes to these policies and procedures are petfoimed annually and are approved
by senior management.

Physical Security and Environmental Controls

Mrin Connect production environment is maintained by Azure. Physical and environmental
secuiity piotections are the responsibility of Azure. Mirlin Technologies reviews the attestation
repoits and peiforms arisk analysis of Azuie on at least an annual basis.

Logical Access

Mrlin Technologies provides employees and contracts access to infrastiucture via a role-based
access control system, to ensure unifoim, least privieged access to identified users and to
maintain simple and repoitable user provisioning and de-provisioning processes.

Mirlin Technologies, together with its third-paity cloud management service piovider, handles the
administrative responsibiliies involved n suppoiting the web, application, and database
components of Miriin Connect Seivices System. To do this, administrators need to authenticate
on Azure portal that leverages stiong passwoids with multifactor authentication (MFA). Access
to it i1s controlled by Microsoft Entra ID and conditional access. Logical access to Miilin
Technologies’ netwoiks, applications, and data is limited to properly authorized individuals.

Change Management

For intemally developed software platforms/solutions, Miilin Technologies uses an agile-based
SDLC proeess, which includes research and planning, analysis and design, initial development,
and quality assuranee (QA) testing before the final release. All software development activities

follow the intemal project-related business process model.

Mriin Techinologies has a Change Management Policy in place to contiol infoimation resources
that require an outage for planned upgrades, maintenanee, or fine-tuning. Additionally, unplanned
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